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what can professors see on canvas during quiz is a question many students ponder,
especially when facing an online assessment. Understanding the capabilities and limitations
of Canvas quiz features can alleviate anxiety and promote academic integrity. Professors
can gain insights into a student's quiz-taking process, not just their final answers. This
article delves into the various types of data professors can access, from basic submission
details to more advanced monitoring tools, and explains how this information is used. We
will explore the logged activities, potential proctoring integrations, and the overall purpose
behind these monitoring capabilities, offering a comprehensive overview for students
navigating online learning environments.
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Understanding Canvas Quiz Data Visibility

Canvas, as a learning management system (LMS), is designed to facilitate both teaching
and learning, which includes the secure administration of assessments. When you take a
quiz on Canvas, the platform records a significant amount of information related to your
interaction with the assessment. This data is not inherently malicious; rather, it serves as a
record of your engagement and helps instructors gauge understanding and maintain
fairness. It's crucial to approach this topic with a clear understanding that professors are
not typically equipped with "mind-reading" capabilities but rather rely on documented
digital footprints. The extent of what they can see often depends on how the quiz is
configured and whether additional proctoring tools are integrated.

The fundamental principle behind tracking quiz activity on Canvas is to provide instructors
with a comprehensive view of the student's experience during the assessment. This
includes not just what answers were submitted, but also how and when those answers were
arrived at. Think of it like a digital notary; every click, every pause, and every submission
can be logged. This is particularly important in online settings where the traditional, in-
person oversight is absent. Therefore, understanding these logged activities empowers
students to focus on their learning and perform authentically, knowing that their
engagement is transparent to a certain degree.



Basic Submission Data Professors Can See

Even without advanced proctoring, professors have access to a wealth of information
regarding your quiz submissions directly within Canvas. This core data provides essential
context about your performance and the integrity of the assessment process. It's the
foundational layer of visibility that every instructor has when reviewing online quizzes. This
data helps them understand the timeline of your quiz attempt and identify any immediate
irregularities.

Quiz Start and End Times
One of the most basic pieces of information a professor can see is when you started and
finished a quiz. If a quiz has a time limit, Canvas automatically tracks this. For quizzes that
are timed from the moment you open them, the start time is recorded. Similarly, the exact
moment you hit the submit button is logged. This is crucial for enforcing time constraints
and ensuring that all students are working within the designated period. For instance, if a
quiz is supposed to take no more than 30 minutes and you take an hour, this time
discrepancy will be immediately apparent to your instructor.

Submission Time Stamp
Beyond the start and end times, Canvas provides a specific time stamp for each
submission. This means if you submit a quiz at 2:17:45 PM, that precise moment is
recorded. This timestamp is vital for determining if a submission is late, especially if there
are grace periods or specific submission deadlines set by the professor. It provides an
undeniable record of when your work was finalized and sent to the system.

Attempts Log
Canvas keeps a detailed log of all quiz attempts a student makes. If a quiz is set to allow
multiple attempts, the professor can see the history of each attempt, including when each
one was started and submitted, and the score achieved for each. This is important for
understanding a student's learning progression or identifying patterns if a student is
repeatedly taking the quiz to improve their score within an allowed framework.

IP Address (Potentially)
In some configurations, Canvas may log the IP address from which a quiz was accessed.
While this is not a feature that all professors actively scrutinize or that is always enabled by
default, it can be used as a potential indicator of unusual activity. For example, if a student
is taking a quiz from a significantly different geographical location than they typically do, or
if multiple students appear to be submitting from the same IP address, it might raise
questions. However, this data is often used cautiously due to privacy concerns and the
common use of shared Wi-Fi networks.



Browser and Operating System Information
(Potentially)
Similar to IP addresses, Canvas can also record the type of browser and operating system a
student is using to access the quiz. This information is generally less critical for assessing
academic integrity but can be useful for technical troubleshooting. If a student reports a
problem with a quiz, knowing their technical setup can help instructors or support staff
diagnose the issue more effectively. It's rarely used as a direct indicator of cheating.

Advanced Monitoring Features and Proctoring

Beyond the basic logs, Canvas has the capability to integrate with more advanced
proctoring solutions. These tools are designed to provide a higher level of surveillance
during online exams to deter and detect academic dishonesty. The implementation and use
of these features vary significantly from one institution and instructor to another, so it's
essential to check your course syllabus or ask your professor about any specific proctoring
requirements. These advanced methods aim to create an environment as close to a
supervised exam as possible.

Browser Lockdown and Remote Proctoring Tools
One of the most common advanced features is the use of browser lockdown tools, often
integrated with remote proctoring software. When enabled, these tools restrict students
from accessing other applications, websites, or files on their computer during the quiz. They
might lock the browser to the quiz window, preventing navigation away from the
assessment. Remote proctoring often involves using the student's webcam and
microphone, and sometimes screen sharing, to monitor their activity in real-time or record
it for later review.

Webcam Monitoring
With webcam monitoring, professors or a proctoring service can view the student's face and
surrounding environment during the quiz. This is intended to ensure that the student is not
receiving unauthorized assistance from others or using external materials not permitted by
the exam rules. The recording can be reviewed after the quiz, and any suspicious activity
flagged for further investigation.

Screen Recording and Monitoring
Screen recording or monitoring allows the proctoring software to capture everything that
appears on the student's computer screen. This includes any attempts to open other
programs, copy and paste text, or navigate to forbidden websites. This provides a
comprehensive visual record of the student's digital actions during the assessment, offering
clear evidence of any attempts to circumvent the quiz's restrictions.



Respondus LockDown Browser
Respondus LockDown Browser is a popular example of a browser lockdown tool. When a
student is required to use it for a Canvas quiz, it launches in a secure environment,
preventing them from switching tabs, opening other applications, or copying and pasting.
Often, it's used in conjunction with Respondus Monitor, which adds webcam and audio
recording capabilities.

Proctorio and Other Third-Party Integrations
Canvas also integrates with other third-party proctoring services like Proctorio, Examity,
and SmarterProctoring. These services offer a range of monitoring features, from basic
keystroke logging and webcam recording to more sophisticated AI-driven analysis of
student behavior. The specific features activated depend on the institution's subscription
and the instructor's choices for a particular quiz.

The Purpose Behind Professor Visibility

It's essential to understand why professors have access to this level of data and monitoring.
The primary goal is not to spy on students but to uphold academic integrity and ensure a
fair learning environment for everyone. Online assessments, while convenient, present
unique challenges in verifying that the work submitted is genuinely the student's own and
that they are adhering to the exam's conditions.

Ensuring Academic Integrity
The most significant reason for tracking quiz activity is to maintain academic integrity. In an
online setting, the temptation to cheat can be higher due to the lack of direct supervision.
By monitoring quiz-taking behavior, professors can deter cheating and identify instances
where it may have occurred. This protects the value of the degree and ensures that grades
accurately reflect a student's knowledge and effort.

Fairness to All Students
When some students cheat, it creates an unfair advantage for them and disadvantages
students who are honestly completing the work. Monitoring helps to level the playing field,
ensuring that all students are assessed under similar conditions and that their
achievements are based on merit. It fosters a culture where hard work and genuine
understanding are rewarded.

Assessing True Understanding
Ultimately, quizzes and exams are designed to measure a student's grasp of the course



material. If a student is able to obtain correct answers through illegitimate means, their
assessment results will not accurately reflect their understanding. This can lead to them
being placed in advanced courses they are not prepared for or missing out on essential
foundational knowledge. By ensuring the integrity of the assessment, professors can more
accurately gauge student learning and provide appropriate support or challenges.

Technical Troubleshooting and Support
Sometimes, the data collected can also be invaluable for technical support. If a student
experiences a technical glitch during a quiz, the logs and monitoring data can help pinpoint
the cause of the problem. This allows instructors and IT departments to resolve issues more
quickly and efficiently, minimizing disruption to the student's assessment experience. For
instance, if a quiz crashes, the system logs can indicate whether it was a student-side issue
or a server problem.

Maximizing Your Success on Canvas Quizzes

Understanding what professors can see on Canvas during a quiz should empower you to
approach your assessments with confidence and a clear conscience. The best strategy is
always to focus on genuine learning and preparation. By familiarizing yourself with the quiz
format and instructions beforehand, you can minimize stress and avoid any actions that
might be misconstrued as suspicious.

Read Instructions Carefully
Before starting any quiz, take the time to thoroughly read all instructions provided by your
professor. Pay close attention to time limits, allowed resources, and any specific
requirements for submission. Knowing the rules upfront is your first line of defense against
accidental violations.

Prepare Adequately
The most effective way to succeed on any quiz is to be well-prepared. Study the material
thoroughly, understand the concepts, and practice answering questions in a format similar
to the quiz. When you know the material, you're less likely to feel the need to resort to
shortcuts or dishonest methods.

Test Your Technology
If you know a quiz will involve webcam monitoring or specific browser requirements, ensure
your technology is up to par before the assessment begins. Test your webcam, microphone,
and internet connection. Make sure your computer is updated and free of unnecessary
background applications that could interfere with the quiz software.



Avoid Suspicious Behavior
Even if you are not trying to cheat, certain behaviors can appear suspicious. For example,
looking away from the screen frequently, covering your webcam, or having excessive noise
in the background can trigger flags. Try to create a quiet, well-lit environment where you
can focus solely on the quiz.

Communicate with Your Professor
If you have any doubts or concerns about a quiz, or if you encounter any technical issues,
don't hesitate to communicate with your professor. They are there to help you succeed, and
open communication can often resolve misunderstandings or problems before they become
serious.

Focus on Learning
Ultimately, the goal of any academic assessment is to gauge your learning. By dedicating
yourself to understanding the material, you not only set yourself up for success on quizzes
but also build a strong foundation for your academic and professional future. Embrace the
learning process, and the rest will follow.

FAQ

Q: Can professors see what websites I visit during a
Canvas quiz if I'm not using a lockdown browser?
A: Generally, Canvas itself does not directly monitor your browsing history outside of the
platform if a lockdown browser is not enforced. However, if your institution or professor has
integrated specific proctoring software that includes screen recording or activity
monitoring, then yes, they could potentially see if you are navigating to other websites
during the quiz session.

Q: Will professors know if I'm using another device like
my phone to look up answers during a Canvas quiz?
A: Canvas's default settings do not typically track activity on other devices. However, if the
quiz is administered through a proctoring service that utilizes webcam monitoring, the
proctor might observe you looking at a phone or another device, which would then be
flagged for the professor.

Q: Does Canvas record my keystrokes during a quiz?
A: Basic Canvas quiz functions do not inherently record detailed keystroke data. However,



some advanced proctoring integrations, like certain remote proctoring solutions, may log
keystroke patterns as part of their behavioral analysis to detect unusual typing speeds or
sequences that might indicate the use of external aids.

Q: Can professors see if I copy and paste text into
Canvas quiz answers?
A: If a quiz is configured with a browser lockdown tool like Respondus LockDown Browser,
copying and pasting will be blocked. If no lockdown browser is used, Canvas itself doesn't
automatically flag copy-pasting within answer fields as a specific action to the professor.
However, if a proctoring service is employed with screen recording, they could observe
such actions.

Q: Will professors see if I have my camera off during a
Canvas quiz?
A: Yes, if your professor has enabled webcam monitoring through a proctoring tool like
Respondus Monitor or Proctorio, the system will typically require your camera to be on. The
software will log whether the camera was active or if it was disabled or covered during the
quiz, and this information can be visible to the instructor.

Q: How much data does Canvas actually collect on my
quiz activity?
A: Canvas collects a range of data, including your quiz start and end times, submission
timestamps, IP address (potentially), browser and OS information, and a log of all attempts.
If integrated with proctoring software, this data can extend to webcam recordings, screen
activity, and audio recordings.
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